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Abstract Influence vulnerability has recently become a concern across society
and in business. Such vulnerabilities increase as social networks are leveraged by
different entities, oftentimes through social media, to affect how we think and
behave. While many instances of social influence are positive and beneficial, others
can be quite negative and lead to harmful outcomes for organizations and individ-
uals such as reputational damage and an inability to control desirable thoughts,
narratives, and behaviors. In general, they can decrease people’s freedom of
thought and behavior. This article draws on the concepts of social embeddedness
and network commitment to outline people’s influence vulnerabilities. It then pro-
poses three guidelines to help reduce influence vulnerabilities based on the con-
cepts of trustworthiness, network commitment, and self-management.
ª 2020 Kelley School of Business, Indiana University. Published by Elsevier Inc. This
is an open access article under the CC BY-NC-ND license (http://creativecommons.
org/licenses/by-nc-nd/4.0/).
1. Maintaining our freedom of thought
and action

It is difficult to maintain one’s independence of
thought and action in societies where our social
networks and our connections to them via social
media have a profound social influence. The
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recent Cambridge Analytica scandal (Kleinman,
2018; Wakefield, 2019) and the anti-vaccination
movement (BBC News, 2019) are extreme exam-
ples of this issue. The Cambridge Analytica scandal
is alleged to have influenced major political out-
comes in the U.K. and the U.S.da potent reminder
of how vulnerable our most steady institutions are
to automated social influence (Kleinman, 2018;
Wakefield, 2019). Indeed, the news is full of stories
about people being influenced by their social
networks, whether relatively impersonal online
ished by Elsevier Inc. This is an open access article under the CC
4.0/).

http://creativecommons.org/licenses/by-nc-nd/4.0/
http://creativecommons.org/licenses/by-nc-nd/4.0/
mailto:patrick.bruning@unb.ca
mailto:algeb@purdue.edu
mailto:hc.lin@unb.ca
http://crossmark.crossref.org/dialog/?doi=10.1016/j.bushor.2020.07.007&domain=pdf
https://doi.org/10.1016/j.bushor.2020.07.007
http://creativecommons.org/licenses/by-nc-nd/4.0/
https://doi.org/10.1016/j.bushor.2020.07.007
https://doi.org/10.1016/j.bushor.2020.07.007
www.sciencedirect.com/science/journal/00076813
www.journals.elsevier.com/business-horizons


750 P.F. Bruning et al.
networks or more personal and intimate relational
networks. As a society, we are still adjusting to the
molding power of social networking platforms such
as Facebook, Instagram, and Twitter. Although a
socially connected world presents opportunity, it
also poses risks to managers, employees, and other
societal members. Social media at its core can
expand our exposure to positive, neutral, and
negative social forces from our social networks
that make us susceptible to social influence.
Therefore, the increased prevalence of digital
platforms and technologies has amplified the so-
cial forces that we face, both online and offline.

Within the business domain, organizations spent
$137.63 billion in 2017 on cybersecurity targeted to
stop fraudulent activity such as phishing attempts
and more general social influence; that spending is
expected to reach $167.14 billion by the end of
2019 (Statista, 2019). Third-party software and
service firms such as DigitalStakeout, Google
Alerts, Hootsuite, Crimson Hexagon, Rankur,
TweetDeck, and Reputation.com’s Social Suite are
used to monitor social media platforms. This
monitoring is often employed to look for nefarious
attempts by insiders, outsiders, and automated
sources to influence a company’s reputation.
Similar products also exist to protect the reputa-
tions of individual people (Smith, 2019). With these
technology investments, basic human cognitive and
psychological tendencies are often the weakest
links in such initiatives (Cellan-Jones, 2019; Dodge,
Carver, & Ferguson, 2007; Workman, 2008).
Furthermore, many instances of social influence
occur through offline interaction. Therefore,
managers and societal leaders, as well as workers
and other members of society, should proactively
self-manage their influence vulnerabilities.

In this regard, our understanding of situations
can often be clouded when others attempt to in-
fluence social narratives and behaviors. Often-
times, these influence efforts are driven through
social media and personal networks. Bots, artifi-
cial intelligence agents, and other social manipu-
lation activities are increasingly infiltrating
popular social media platforms to sway people’s
opinions and influence their behavior (Argo,
Grunding, & Vellani, 2019; Brown, 2019; Fisher,
2018). These attempts can sometimes incorpo-
rate “fake news” and disinformation (Vosoughi,
Roy, & Aral, 2018, p. 1146). Yet, social influence
has been a societal concern since well before so-
cial media’s rise (Asch, 1951; Granovetter, 1985;
Janis, 1983), and these offline forms continue to
present challenges for managers, employees, and
other members of society. Indeed, social influence
is a dominant part of work and life that has been
amplified as we become more psychologically
connected to our social networks through digital
platforms.

The idea that social networks can influence
peoples’ thoughts and behaviors is not new
(Berger, 2014; Bond et al., 2012; Brass,
Galaskiewicz, Greve, & Tsai, 2004; Granovetter,
1985; Kozinets, de Valck, Wojnicki, & Wilner,
2010). However, the increased use of social
media platforms has amplified the forces of social
influence. While we know that these threats exist,
we are often unsure of how to combat them. This
lack of procedural guidance is a vulnerability for
organizations and other institutions, as well as for
administrators, workers, and other members of
society. Therefore, we contribute to the broader
discussion on social influence by explaining some
critical vulnerabilities brought about by online and
offline social influence. While there are many in-
stances of positive social influence (e.g., Ashford,
Blatt, & VandeWalle, 2003; Lin, Bruning, & Swarna,
2018; Porter & Woo, 2015), we focus this article on
the distinct strategies that people can take to
mitigate undesirable and unwanted influence.
Indeed, we believe that the process of mitigating
vulnerability to harmful or unwanted social influ-
ence is quite distinct from increasing exposure to
positive influence (Elliot, 1999). Thus, we focus
this article on mitigating negative and undesirable
forms of influence vulnerability. Herein, we draw
on the concepts of social embeddedness and
network commitment (Bruning, Alge, & Lin, 2018;
Granovetter, 1985) to outline how people become
psychologically susceptible to social influence. We
then propose proactive strategies based on con-
cepts of trustworthiness (Mayer, Davis, &
Schoorman, 1995), network commitment, and
self-management (Stewart, Courtright, & Manz,
2011) to help people reduce their influence
vulnerability and maintain their freedom of
thought and action.
2. Embeddedness and personal influence
vulnerability

The topic of social influence and susceptibility lies
at the heart of many contemporary managerial
concerns. Recent discussions have addressed
topics such as the collective protection of privacy
(Li, 2019); the implications of social networks on
ethical behavior (Key, Azab, & Clark, 2019); the
general use of social media for marketing purposes
(Berthon, Pitt, Plangger, & Shapiro, 2012; Kaplan &
Haenlein, 2010; Kietzmann, Hermkens, McCarthy,
& Silvestre, 2011); the influence of social media
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communications by brands, opinion leaders, and
other consumers (Lin et al., 2018; Lin, Swarna, &
Bruning, 2017; Melancon & Dalakas, 2018); inter-
organizational communications (Posthuma, Flores,
Barlow, & Dworkin, 2018); human attention to
contextual information in the digital age (Berthon
& Pitt, 2019); and managing employees’ emergent
online and offline work behavior (Bizzi, 2018; Kim,
2018; Tomczak, Lanzo, & Aguinis, 2018). A central
issue within these discussions is social influence,
including potential negative influences, which can
be derived from our social contexts.

People can become embedded within their so-
cial networks, which can create a situation
whereby a person becomes fixed within and influ-
enced by their social ties. In this regard,
Granovetter (1985) argued that individual behav-
iors can be influenced by social ties that promote
trust and socially desirable behaviors as well as
discourage undesirable behaviors. Prior research
suggests that embeddedness can serve as a force
of employee retention within organizations (Jiang,
Liu, McKay, Lee, & Mitchell, 2012; Mitchell,
Holtom, Lee, Sablynski, & Erez, 2001). It can also
serve, more broadly, as a source of influence over
peoples’ thoughts and actions (Bond et al., 2012;
Bowler & Brass, 2006; Gibbons, 2004; Lawler &
Yoon, 1996). Thus, it represents a possible source
of vulnerabilities to social influence.

We define influence vulnerability to one’s social
network as a person’s susceptibility to being
influenced by entities within their social network
and broader social environment. These vulnera-
bilities have a few defining characteristics:

� They are manifest within an individual and
represent a generalized susceptibility to
being influenced from the person’s network,
the specific ties within that network, or the
broader social environment (Granovetter,
1985; Lawler & Yoon, 1996);

� These vulnerabilities can be manifest within
virtual or nonvirtual social interactions, as
well as more general patterns of thinking
about one’s social environment (Bond et al.,
2012; Bruning et al., 2018; Gibbons, 2004);

� These vulnerabilities can be derived from a
person’s psychological experience of
embeddedness within their social network or a
specific relationship within the network in
addition to other dispositional characteristics
(Granovetter, 1985; Mayer et al., 1995;
Mitchell et al., 2001); and
� They can have positive, neutral, or negative
implications (e.g., Jiang et al., 2012; Lin
et al., 2018; Vosoughi et al., 2018).

We outline examples of influence vulnerabilities
for different personal roles within business and
society in Table 1.

We propose that internal or external entities
can harness the persuasive power of personal
networks to influence the thoughts and behaviors
of others. Sometimes these entities are actual
direct contacts within a person’s network, such as
a colleague, a business partner, a boss, or a co-
worker (Bowler & Brass, 2006; Gibbons, 2004; Yukl,
2013; Zagenczyk, Scott, Gibney, Murrell, &
Thatcher, 2010). Other times, they can be
outside parties such as political entities, media
outlets, or external competitors that indirectly
influence a person by using the person’s network
contacts as a delivery mechanism (Bond et al.,
2012; Lin, 2017; Vosoughi et al., 2018). We focus
primarily on peoples’ immediate exposure to the
social influence via their direct contacts instead of
the origin of the influence attempt (which can
originate from outside of the network), as more
immediate sources should generally have a greater
social impact (Latané, 1981).

Research suggests that people become
committed to their personal network both as a
group of contacts and on a contact-by-contact basis
(Bruning et al., 2018; Lawler & Yoon, 1996). Ac-
cording to recent research, peoples’ influence
vulnerability can be derived from three types of
network commitment: (1) instrumental network
commitment represents the degree to which a
person’s network connections provide access to
nonsubstitutable resources, information, and gen-
eral value; (2) normative network commitment
represents the degree to which a person’s social
connections involve an exchange of favors and in-
formation that make the person feel obligated to
return the favors to the individuals within the
network; and (3) affective network commitment
represents the degree to which a person’s social
connections create positive emotional reactions
and define a person’s identity (Bruning et al., 2018).

The results of this research suggest that
compared to people with fewer network contacts,
people who are central and have many contacts
within their personal network are more susceptible
to social influence from a detached outside party.
The research found that people were influenced by
an experimental manipulation that provided them
with the secondhand thoughts and opinions of the
network (Bruning et al., 2018). They were also
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Table 1. Examples of influence vulnerability according to people’s different social roles

Social role Description of the role Examples of influence
vulnerability for the social role

Organizational or societal administrator This role involves people who are
in a managerial or leadership role
within a larger social entity in the
corporate, government, or not-
for-profit sectors. It can also

include informal leaders within
other formal/informal collectives

and societies.

External competitors attempting
to harm or interfere with strategic
organizational decision-making.

Internal competitors attempting
to sabotage or harm the quality of
a person’s decision-making to gain
relative favor for promotion or

broader prestige.

Subordinates and followers trying
to influence decisions to gain
personally favorable outcomes.

Non-subordinate stakeholders
trying to influence decisions to

gain personally favorable
outcomes.

Internal or external actors trying
to influence decisions to promote
competing ideologies and logics.

Organizational worker This role involves people who
work, or otherwise contribute, in

a non-supervisory capacity.
People filling this role can be paid
employees or unpaid volunteers.
They can contribute to social
entities within the corporate,
government, or not-for-profit

sectors. This role can be held by
supervisory workers when they

are engaging in their non-
supervisory work.

Leaders and managers trying to
influence a person’s motivations
and behaviors to gain greater
productivity and commitment.

Internal or external actors trying
to influence motivations and
beliefs to promote competing

ideologies and logics.

Internal or external entities trying
to gain access to private and

secure organizational
information.

External competitors attempting
to interfere with a worker’s
productivity and commitment
within their host organization.

Internal competitors attempting
to sabotage or harm the quality of
a person’s work to gain relative
favor for promotion or broader

prestige.

External customers, clients, or
other stakeholders trying to
influence a worker’s decision-
making to gain personally

favorable outcomes.
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Table 1 (continued )

Social role Description of the role Examples of influence
vulnerability for the social role

Consumer or constituent This role involves people within
society who can be engaged by
companies and other social

entities to purchase products and
services, provide support or

patronage to a social entity, or
otherwise adopt or accept a social

message.

Companies trying to convince
consumers to purchase their

products or services.

Companies and other social
entities trying to promote the
awareness and appeal of their

brands.

Political entities trying to
convince consumers to support

their candidacy or social mission.

Political entities trying to
convince consumers to reject the
candidacy or social mission of a

competing entity.

Social entities trying to gain
greater awareness and non-
commercial support, such as

volunteering, lobbying, or word-
of-mouth, from consumers.

Governments and other social
entities trying to alter the

thoughts and behaviors of their
constituents.

Member of society This role involves people within
society who are in a position to

communicate or otherwise
interact with other people within

one or more societies. Their
relationships can be part of
broader familial, friendship,

interest-based, or other informal
social networks within society.

People within society trying to
convince others to give them

economic resources.

People within society trying to
convince others to give them

greater social status and prestige.

People within society trying to
convince others to give them

allegiance within informal social
competitions.

People trying to alter the
different thoughts and behaviors

of others.

People or other entities trying to
gain access to private

information.

People within society trying to
convince others to support a
third-party political entity or

social mission.

Note:Thetableaboveoutlinesexamplesofdifferent social roles thatpeopleholdwithin societyandsomegeneral typesofpotentially
negative influence attempts they can be subject to within these roles. The roles are organized according to people’s affiliation with
and status within different social entities. Therefore, many people are likely to hold two or more of these roles. The examples of
potential influence attempts are presented to give descriptive examples and are not intended to be an exhaustive list or typology.
Manyof theseexamplesof influencearenotdecisivelynegative, however, eachof themcanbeperceivedasnegativeandundesirable
for certain people under certain circumstances. Therefore, each example holds the potential to be negative and/or undesirable.

Social networks and social media 753
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influenced directly by the individual members of
their personal networks. These relationships were
found to occur according to the person’s sense of
status and positive feelings associated with their
network connections, suggesting that they became
vulnerable as they embraced and enjoyed their
status. The research also suggested that people
became susceptible to social influence from their
network ties because of perceived dependence
and reciprocal obligation.

The general findings that network commitments
increase a person’s influence vulnerability align
with previous research that suggests our social
networks and social environments influence how
we think and behave (Gibbons, 2004; Latané,
1981; Zagenczyk et al., 2010). They also align
with the generalized finding that different types
and targets of commitment make a person
vulnerable to influence from the entities and ideas
to which they are committed (Hershcovitch &
Meyer, 2002; Klein, Molloy, & Brinsfield, 2012;
Klein, Wesson, Hollenbeck, & Alge, 1999;
Kukenberger, Mathieu, & Ruddy, 2015; Meyer,
Allen, & Smith, 1993; Meyer, Morin, &
Vandenberghe, 2015; Monnot, Wagner, & Beehr,
2011; Weng & McElroy, 2012). Furthermore,
research suggests that social media could be a
functional delivery mechanism of this social influ-
ence (Bond et al., 2012; Vosoughi et al., 2018).
Together, these findings support the idea that
people’s social embeddedness and network com-
mitments can make them vulnerable to online and
offline social influence.
3. Implications of personal influence
vulnerability

Influence attempts can originate within a person’s
network or could come from an outside party that
harnesses the person’s network connections to
infiltrate and gain access to them. For example,
these attempts can come from managers, em-
ployees, colleagues, friends, family, and compet-
itors, as well as other known and unknown social
entities. Whether positive or negative, these in-
fluence attempts can profoundly affect individual
and organizational decisions and possibly threaten
their reputations, leadership effectiveness, work
quality, and information security as examples. In
cases of detrimental social influence, people could
abandon critical thinking in favor of the prevailing
winds of one’s social networks (Janis, 1983).

Influence vulnerability has implications for ex-
ecutives, managers, and other administrators, as
well as for employees and other members of so-
ciety. Given the specific findings that high-status
individuals can become vulnerable to social influ-
ence according to their centrality within and
attachment to their networks (Bruning et al.,
2018), the research has clear implications for
prominent decision makers. There is a popular
belief that people can access more power and
freedom as they gain status in an organization or
broader society and this logic is reinforced by the
research on power, social networks, and influence
(Chiu, Balkundi, & Weinberg, 2016; Lin, 2017;
Mehra, Kilduff, & Brass, 2001). However, previous
findings on network commitment suggest that this
prestige might also make people more susceptible
to being influenced by the people that they
interact with, as well as other people who might
harness the social network as a social influence
tactic (Bruning et al., 2018). This susceptibility
could make executives and managers particularly
vulnerable. On the one hand, they have noticeable
power and freedom to do what they want, which
could give them a false sense of security. On the
other hand, their sense of prestige could make
them more vulnerable to subtledand possibly
unexpecteddinfluence attempts. These attempts
could lead to faulty decision-making that could
harm the organization’s reputation, leadership,
and security according to the specifics of the de-
cisions made (Kish-Gephart, Harrison, & Trevino,
2010; Schaubroeck et al., 2012). These vulnera-
bilities could become even more exposed as the
social aspects of work and life become increasingly
digitized. Social influence can now be pro-
grammed, automated, and artificially amplified,
making this increased exposure a current reality
(Bond et al., 2012; Vosoughi et al., 2018).

These sources of influence vulnerability should
also be considered for general workers and mem-
bers of society (Bond et al., 2012; Gibbons, 2004;
Vosoughi et al., 2018; Zagenczyk et al., 2010).
Within broader nonmanagerial work and personal
contexts, these principals can apply to how people
navigate the webs of social influence that they
encounter through their professional and nonpro-
fessional personal networks. In some cases, it can
benefit people to be influenced socially. As mem-
bers of work teams comprised of other diligent and



Figure 1. Stages of proactive influence vulnerability management

Note: The figure above outlines considerations that people should make when evaluating their influence vulnerabilities. These
considerations are presented in sequence to help people ensure that they have completed the appropriate background work for each
step in their decision-making and planning. As multiple iterations of the process will be likely, the stages may also be parallel and
simultaneous. Evaluations and decisions might also need to be revised whereby one revisits earlier considerations.
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innovative workers, a person might learn to work
harder and to adopt new innovative work practices
as a result of social learning and attempts to align
with the norms of the group (Ashford et al., 2003;
Bruning & Campion, 2018, 2019). People can also
be influenced to act in a more ethical manner
(Kish-Gephart et al., 2010), and they can actively
seek online opinion leaders and other sources of
information to gain important functional informa-
tion about certain products and services (Kozinets
et al., 2010; Lin et al., 2018; Lin & Kalwani, 2018).

However, there can also be activities, dialogues,
and associated subgroups that could threaten a
person’s career success, ethical conduct, contri-
butions to collective security, and personal well-
being. There can be subgroups within organizations
and society that promote professionally or
personally compromising objectives that many
people would want to avoid as a source of influence
(Felps et al., 2009; Kish-Gephart et al., 2010).
People can also be exposed to prominent influence
from online social networks (Bond et al., 2012). In
some cases, this exposure can make them suscep-
tible to revealing confidential information or
spreading disinformation (Dodge et al., 2007;
Vosoughi et al., 2018; Workman, 2008). Social in-
fluence is often immediately accessible in a digi-
tally connected world. Individuals can take the first
steps in exerting more self-control over their
influence vulnerability to help protect their inde-
pendence of thought and action.
4. Guidelines for mitigating influence
vulnerability

Companies, employees, and other members of
society need strategies to manage their influence
vulnerability since it can have negative implica-
tions. The guidelines presented herein primarily
focus on mitigating potentially harmful vulnera-
bilities as capitalizing on opportunities could
follow a somewhat different process (Ashford
et al., 2003; Elliot, 1999; Lin & Kalwani, 2018).
We will, however, bring the possibility of oppor-
tunities back into consideration when outlining
elements that should be considered when devel-
oping plans to mitigate influence vulnerability. We
outline a multistage framework that is organized
according to three sequential principles to help
people mitigate their influence vulnerabilities
(Figure 1). The format of this figure is organized
using a structure similar to the recently published
multistage sequence of managing online opinion
leaders (Lin et al., 2018). First, we propose that
people develop their awareness of influence
vulnerability. This awareness involves subcompo-
nent assessments of trustworthiness and trust
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(Mayer et al., 1995), and alignment with one’s
personal objectives (Stewart et al., 2011). Second,
we propose that people evaluate and manage their
commitments proactively. This cognitive self-
management specifically involves focused activ-
ities of managing one’s instrumental, normative,
and affective network commitments to decrease
unwanted influence vulnerability that is derived
from social embeddedness (Bruning et al., 2018;
Granovetter, 1985). Finally, we propose that peo-
ple engage in proactive planning by creating and
revising a systematic strategy for self-managing
one’s influence vulnerabilities (Stewart et al.,
2011). This self-management could involve
deciding when to change one’s network commit-
ments or even network configurations.

In this framework, we treat the sources of
vulnerability that people should consider accord-
ing to their awareness (i.e., authentication,
trustworthiness, and alignment) as being distinct
from the vulnerabilities derived from network
commitments. The threats posed by a lack of
authenticity and trustworthiness of a social con-
tact within a social influence context would likely
represent a generalized vulnerability to deceit.
Alignment represents the person’s awareness of
whether an influence attempt should be accepted
or rejected according to its congruence with their
objectives (Stewart et al., 2011). Network
commitment accounts for peoples’ acquiescence
to coercion, pressure, ingratiation, and other
tactics (Yukl, 2013) that could be either inten-
tional or unintentional on the part of the influ-
encer. In this regard, people can be consciously
vulnerable to their closest and most trusted con-
tacts (Latané, 1981; Lawler & Yoon, 1996).
Therefore, whereas authentication, trustworthi-
ness, and alignment help a person to become
aware of latent threats, network commitments
represent vulnerabilities that are derived from
motivational forces within a person. The proposed
guidelines are further summarized in an applied
checklist, derived from Figure 1, to help people
mitigate their influence vulnerabilities by consid-
ering specific questions (Table 2).

4.1. Be aware of influence vulnerabilities
and decide which thoughts, decisions, and
actions are most important to protect from
being influenced

Social influence is powerful partly because as it
unfolds, people can be unaware that it is
happening. Thus, a first step toward guarding
against unwanted influence is to be aware of the
situations in which other people might want to
influence us. In this regard, proactive influence
attempts occur when another person or group tries
to change or influence one’s cognitions, beliefs,
and behaviors (Yukl, 2013). As broader societal
consumers, these situations could also occur any
time a person intentionally or unintentionally
seeks outside information that benefits them
(Ashford et al., 2003; Lin et al., 2018; Lin &
Kalwani, 2018). Given the wide variety of situa-
tions in which people can be influenced socially,
they will experience trade-offs between cognitive
effort, relational maintenance, and threats to
their autonomy when deciding which influence
attempts to avoid.

To address the undesirable vulnerabilities posed
by social influence within a broader plan of action,
a person must consider the general vulnerabilities
that they have to social influence. This assessment
should be engaged according to the specific sour-
ces of influence for which they can be vulnerable,
the situations in which they might be the most
vulnerable, and the situations in which the indi-
vidual and collective implications of this vulnera-
bility could be the most detrimental. The first part
of this process is to decide whether the source of
information is legitimatedare the people who
they say they are? Since an influence attempt can
originate from outside of a person’s network, this
assessment should be made for both immediate
sources of the influence attempt and the original
sources of these attempts. While authentication
might be relatively straightforward when we
engage in-person communications with people
that we know, online communications present
more opportunities for deceit. Given this potential
for deceit, some online platforms do authenticate
their members (Lin, 2017) and this authentication
should be sought vigilantly when gathering infor-
mation from an unknown party. People should also
cross-validate the information that they receive,
given the aggressive way that disinformation can
diffuse through a network (Vosoughi et al., 2018).

The second part of this process would involve
assessing the trustworthiness of the source of the
influence attempt. This assessment should
consider aspects of ability, benevolence, and
integrity, which should all be apparent to a
reasonable degree for a source to be considered
trustworthy (Mayer et al., 1995).

Assessments of ability would consider whether
one believes that the sources can capably provide
accurate information. Assessments of benevolence
would consider whether one believes that the
sources have the person or their general followers’
best interests in mind. Assessments of integrity
would consider any perceptions that one might



Table 2. A procedural checklist for proactive influence vulnerability management

Guideline # 1 Be aware of influence
vulnerabilities and decide
which thoughts, decisions,

and actions are most
important to protect from

being influenced.

__ Are the person or people who I encounter, including virtual in-
teractions on e-mail and social media, actually who they claim that
they are?

__ Are the person or people who I encounter capable of providing ac-
curate information, do they have me or their followers’ best in-
terests in mind, and do they have high integrity on issues relevant to
what they are communicating?

__ In my work or personal life domains, what are the situations where
other people will try to get me to do certain things or think in
certain ways, or conversely, not do certain things or not think
certain ways?

__ Of these situations at work and in my personal life, which of them
are uncomfortable, unethical, and otherwise detrimental?

__ Are these seemingly uncomfortable, unethical, or detrimental re-
quests reasonable, responsible, and necessary from the point of
view of the person making the request?

Guideline #2 Proactively manage
network commitments to

decrease unwanted
influence vulnerability.

__ In my work or personal life domains, who are the people that are
the most non-substitutable in the fulfillment of my most critical
needs?

__ Are there people or groups in my work or personal life domains that
I feel dependent on who either do not fulfill a critical need, or who
are substitutable, that also try to influence me to do things that are
uncomfortable, unethical, and otherwise detrimental?

__ In my work or personal life domains, who are the people or groups
that I feel the strongest sense of obligation towards?

__ Are there people or groups in my work or personal life domains that
I feel a strong obligation towards that might not hold a similarly
strong obligation towards me and that are not as committed to the
relationship as I am, but that also try to influence me to do things
that are uncomfortable, unethical, and otherwise detrimental?

__ In my work or personal life domains, who are the people or groups
that make me feel valuable and important?

__ Are there people or groups in either my work or personal life do-
mains that make me feel valuable or important, but that also try to
influence me to do things that are uncomfortable, unethical, and
otherwise detrimental?

Guideline #3 Create a proactive plan to
understand and manage
influence vulnerability.

__ Begin with a focus on your awareness and evaluation of your
possible vulnerabilities to social influence that could be harmful or
otherwise misaligned with your objectives (i.e., Guideline 1).

__ Specifically assess your vulnerabilities to social influence according
to dependence, obligation, and pride (i.e., Guideline 2).

__ Outline your ways of reducing specific vulnerabilities that are un-
comfortable, unethical, and otherwise detrimental
(i.e., Guidelines 1 and 2).

__ This plan should be considered on an ongoing basis and as you enter
new life situations to help you better manage your own cognitive
and behavioral autonomy in your most important work and personal
life domains.

Note: The table above is intended to provide specific questions or objectives that a person can address while engaging the
different stages of proactive influence vulnerability management presented in Figure 1.
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have about the source’s general moral integrity
that are relevant to the information that they are
communicating.

In this regard, authentication can be one of the
multiple indicators of integrity (Lin, 2017). It is
also important to account for one’s dispropor-
tional tendency to trust people as this will influ-
ence how a source’s trustworthiness translates to
the trust that a person holds for the source (Mayer
et al., 1995). Moreover, people often do not get
information from the original source on social
media, as it often has been shared via an online
network (Bond et al., 2012; Vosoughi et al., 2018).
The trustworthiness of the source should also be
evaluated because even reputable outlets can
make authentication difficult when they quote
anonymous sources. Audiences can overlook this
lack of clear authentication when they are pre-
sented by a legitimate outlet. Yet, even these
legitimate outlets are not immune to ill-intended
leaks of bogus information from their anonymous
sources.

In addition to considering the source of the
information, individuals must also pay attention
to the situations in which they are most vulner-
able to social influence that could pose threats
for themselves or others. Therefore, a third
consideration involves identifying the situations
in which other people will try to influence a
person’s thoughts and behaviors in potentially
undesirable ways (see Table 1 for generalized
examples). Influence attempts can be aligned
with a person’s idiosyncratic objectives and,
therefore, represent environmental events that
should either be approached or avoided (Elliot,
1999; Stewart et al., 2011). Not every instance
of social influence is problematic. Some in-
stances are inconsequential while others will
present beneficial opportunities. Other times,
the influence attempt is necessary within a
broader system of collective organizing,
whereby individuals must trade off some of their
own wishes to facilitate group success and rela-
tional viability (Burns, 1978; Granovetter, 1985).
However, from a risk-management perspective,
it would benefit peoples’ work and personal lives
to identify and understand when influence
vulnerability is most threatening. This potential
for goal alignment would represent one of the
multiple indicators of benevolence. Once a per-
son has outlined the situations in which social
influence is possible, one should identify the
undesirable influence attempts according to the
implications and the alignment with the person’s
objectives.
4.2. Proactively manage one’s network
commitments to decrease unwanted
influence vulnerability

People can still be vulnerable to social influence
attempts even when they are aware of their vul-
nerabilities (Bowler & Brass, 2006; Granovetter,
1985; Lawler & Yoon, 1996). This vulnerability
can be derived from the person’s social embedd-
edness and the psychological bonds that people
have within their personal networks. In this re-
gard, people could be influenced to do something
that they know might not be the right or best thing
to do based on their instrumental dependencies,
reciprocal obligations, and enjoyment of social
prestige (Bruning et al., 2018). This guideline will
involve three distinct sets of recommendations
according to the instrumental, normative, and af-
fective types of network commitment.

First, people should be aware of resource de-
pendencies and prepare to identify or develop
substitutable resources to avoid overdependence
and instrumental vulnerabilities. The concept of
instrumental network commitment is based on
peoples’ needs and their dependence on members
of their network to help support these needs
(Bruning et al., 2018). When a person senses that
they have only a few alternative sources of need
fulfillment, they become more closely bound to
any given contact that they have who can support
these particular needs. This makes them suscep-
tible to influence according to their dependence
on a wide range of social resources (Foa, 1971).
While it might be impossible to completely reduce
such dependencies, people can be aware of them
and minimize them by only deciding to feel
dependent on the contacts that are the most non-
substitutable, and least harmful, sources of the
fulfillment of the person’s most critical needs.

Second, people should manage reciprocal ex-
changes proactively and strategically to avoid un-
wanted obligatory vulnerabilities. The concept of
normative network commitment is based on peo-
ples’ reciprocal obligations towards members of
their network as part of an ongoing social ex-
change (Bruning et al., 2018). When a person
senses that they are bound by an obligation to
reciprocate or to give back to another person or
group, they become susceptible to influence from
this person or group according to their sense of
obligation. While social exchanges are a central
and often necessary part of our work and personal
lives (Cropanzano & Mitchell, 2005), they also
represent a possible vulnerability to social influ-
ence (Bruning et al., 2018). Thus, they should be
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evaluated and managed vigilantly to ensure that
our strongest obligations are focused on those
contacts who reciprocate this obligation and are
similarly committed to the relationship.

Third, people should be aware of the sources
and benefits of social prestige, and account for
these benefits, when making decisions to avoid
unwanted affective vulnerabilities. The concept of
affective network commitment is based on peo-
ples’ sense of prestige and identification with their
network of social contacts (Ashforth & Mael, 1989;
Bruning et al., 2018). When a person senses that
they are held with high prestige by others and that
these relationships help define ones’ self, the
person can become vulnerable to social influence
due to identification and pride. Experiences of
pride, confidence, and the knowledge that one is
valued by others are important predictors of work
performance and personal well-being (Judge &
Bono, 2001; Judge, Erez, Bono, & Thoresen,
2003). However, people must also be careful not
to be blindly influenced in an unwanted manner by
this prestige.

4.3. Create a plan to understand and
manage influence vulnerability on an
ongoing basis

To be prepared for either expected or unexpected
influence attempts, people and organizations
should try to create proactive plans to manage and
mitigate their unwanted and detrimental influence
vulnerabilities (Stewart et al., 2011). These plans
should be strategic and should begin with an
outline of the possible influence vulnerabilities. At
this phase, it is important to remember that social
influence can have positive benefits. Therefore, it
is important to be aware of the opportunities as
well as the threats presented by social influence
when developing or refining one’s plan (Mayer
et al., 1995). Once these opportunities and
threats have been outlined, a person should then
specifically assess their influence vulnerability
according to dependence, obligation, and pride.
With this information in mind, one should outline
possible ways of reducing the vulnerabilities that
are uncomfortable, unethical, and otherwise
detrimental to ones’ self, organization, or society.
Finally, this plan should be evaluated and revised
on an ongoing basis and as a person enters new
professional and personal life situations. These
modifications will help them to better manage
their own cognitive and behavioral autonomy over
time (Stewart et al., 2011).

While the idea of planning, monitoring, and
correcting one’s influence vulnerabilities is likely
to be self-evident, many people make critical
mistakes while doing routine tasks that have not
been formalized into a systematic process. The
potential for these mistakes further increases
when people are less aware of the scope, pattern,
and specific threats posed by their wide array of
influence vulnerabilities. Additionally, these mis-
takes increase even more when people make quick
and automatic decisions as often occur when
scanning different social media platforms. There-
fore, we suggest the third guideline to address the
fact that merely being aware of vulnerabilities is
not a sufficient solution to mitigating against these
vulnerabilities being actualized in real threats. In
this regard, people are recommended to system-
atically organize and even map out their influence
vulnerabilities according to their specific societal
roles (see Table 1 for examples of these roles and
associated vulnerabilities), and then adjust this
organizing mechanism as their lives, roles, and
influence vulnerabilities change. This proactive
organization can also help people understand,
derive, and even mentally rehearse the proactive
self-management tactics that they can use to
combat these unwanted influence vulnerabilities.
5. Concluding thoughts

We describe how people can be vulnerable to in-
fluence from their social networks, according to
trustworthiness, social embeddedness, and
network commitment. We then propose proce-
dural guidelines to help people mitigate these
vulnerabilities. While we have focused primarily
on mitigating vulnerability and threats that can
come from undesirable forms of social influence,
numerous opportunities and benefits can come
from social influence. Therefore, future research
should develop applied procedural frameworks
that can explain how to cultivate, enhance, and
benefit from positive forms of social influence. For
example, organizations might leverage the power
of social networks to drive organization-wide
acceptance of change efforts. This future
research should also develop more detailed pro-
cedural frameworks for addressing the specific
challenges involved with mitigating influence vul-
nerabilities. In conclusion, we suggest that people
think closely about their exposure to social influ-
ence as a result of their membership in social
networks, whether or not this influence can pose a
threat, and how they can mitigate negative influ-
ence vulnerabilities through systematic planning.
Also, while the proactive management of influence
vulnerabilities occurs within individual people,
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organizations and societies can reinforce more
effective proactive management of influence vul-
nerabilities within their employees and constitu-
ents. Here, they could run awareness campaigns;
and offer training on the proactive self-
management of influence vulnerabilities.
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